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DETAILED ACTION 

This office action is in response to application filed on November 02, 2001 . Original 
application contained Claims 1-57. Therefore, presently pending claims are 1- 57. 



Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

1. Claims 1-57 are rejected under 35 U.S.C. 102(e) as being anticipated by Nguyen (U. S. 
Patent 5,689,566) 

Regarding Claim 1 Nguyen teaches a computer implemented method for updating a 
Current security scheme on a computer system, said computer implemented method comprising 
the steps of: (a) receiving log-in data for a client during a first log-in attempt; (b) authenticating 
said cUent, wherein said step (b) includes the steps of: (1) applying a first function to a value in 
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said log-in data to obtain a first result, and (2) employing said first result in determining whether 
to authenticate said client during said first log-in attempt; (c) determining that said current 
security scheme is to be replaced by a desired security scheme; and (d) modifying at least one 
record in said computer system in response to said step (c), wherein said step (d) includes the 
step of: (1) applying a second fimction to said value received in said step (a) to obtain a second 
result (Fig. 1-2, col.3 line 33 to col.4 line 40). 

Regarding Claim 18 Nguyen teaches a computer implemented method for providing a 
client with access to a primary system through an intermediate system, said computer 
implemented method comprising the steps of: (a) creating a log-in record, wherein said log-in 
record includes a security identifier and a first encrypted value, wherein said security identifier 
corresponds to a current security scheme employed by said intermediate system; (b) receiving 
log-in data for said client; (c) authenticating access of said client to said intermediate system, 
based on data fi*om said log-in data and data fi-om said log-in record; (d) obtaining authentication 
data to send to said primary system, wherein said authentication data includes data firom a 
decrypted version of said first encrypted value; (e) determining that said current security scheme 
is to be replaced by a desired security scheme; and (f) modifying said log-in record, wherein said 
step (f) includes the steps of: (1) updating said security identifier to correspond to said desired 
security scheme, (2) employing data in said log-in data received in said step (b) to calculate a 
second encrypted value, and (3) replacing said first encrypted value with said second encrypted 
value (Fig. 1-2, col.3 line 33 to col.4 line 40. and col.5 line 33 to line 65). 
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Regarding Claim 31 Nguyen teaches a processor readable storage medium having 
processor readable code embodied on said processor readable storage medium, said processor 
readable code for programming a processor to perform a method for updating a current security 
scheme on a computer system, said method comprising the steps of: (a) receiving log-in data for 
a client during a first log-in attempt; (b) authenticating said client, wherein said step (b) includes 
the steps of: (1) applying a first fimction to a value in said log-in data to obtain a first result, and 
(2) employing said first result in determining whether to authenticate said client during said first 
log-in attempt; (c) determining that said current security scheme is to be replaced by a desired 
security scheme; and (d) modifying at least one record in said computer system in response to 
said step (c), wherein said step (d) includes the step of: (1) applying a second fimction to said 
value received in said step (a) to obtain a second result (Fig.1-2, col.3 line 33 to coL4 line 40. 
and col.5 line 33 to line 65). 

Regarding Claim 41 Nguyen teaches a processor readable storage medium having 
processor readable code embodied on said processor readable storage medium, said processor 
readable code for progranmiing a processor to perform a method for providing a cUent with 
access to a primary system through an intermediate system, said method comprising the steps of: 
(a) creating a log-in record, wherein said log-in record includes a security identifier and a first 
encrypted value, wherein said security identifier corresponds to a current security scheme 
employed by said intermediate system; (b) receiving log-in data for said client; (c) authenticating 
access of said client to said intermediate system, based on data fi-om said log-in data and data 
fi'om said log-in record; (d) obtaining authentication data to send to said primary system, wherein 
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said authentication data includes data from a decrypted version of said first encrypted value; (e) 
determining that said current security scheme is to be replaced by a desired security scheme; and 
(f) modifying said log-in record, wherein said step (f) includes the steps of: (1) updating said 
security identifier to correspond to said desired security scheme, (2) employing data in said log- 
in data received in said step (b) to calculate a second encrypted value, and (3) replacing said first 
encrypted value with said second encrypted value (Fig. 1-2, coL3 line 33 to coL4 line 40. and 
col.5 line 33 to line 65). 

Regarding Claim 49 Nguyen teaches an apparatus providing a client with access to a 
primary system through an intermediate system, said apparatus comprising: a processor; and a 
processor readable storage medium, in communication with said processor, said processor 
readable storage medium storing code for programming said processor to perform a method for 
updating a current security scheme on a computer system, wherein said method includes the 
steps of: (a) receiving log-in data for a client during a first log-in attempt; (b) authenticating said 
client, wherein said step (b) includes the steps of: (1) applying a first fimction to a value in said 
log-in data to obtain a first result, and (2) employing said first result in determining whether to 
authenticate said client during said first log-in attempt; (c) determining that said current security 
scheme is to be replaced by a desired security scheme; and (d) modifying at least one record in 
said computer system in response to said step (c), wherein said step (d) includes the step of: (1) 
applying a second fimction to said value received in said step (a) to obtain a second result (Fig.l- 
2, coL3 line 33 to col.4 line 40. and col.5 line 33 to line 65). 
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2. Claims 2-17, 19-30, 32-40, 42-48, and 50-57 are rejected applied as above rejecting 
claims 1, 18, 31, 41, and 49. Furthermore, Nguyen teaches and describes: 

As per Claim 2, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) comparing said first result obtained in said step (b)(1) to a first 
value stored in said log-in record (col.3 line 55 to line 57). 

As per Claim 3, wherein said step (d) includes the step of: (2) 

replacing said first value in said log-in record with said second result obtained in said step (d)(1) 
(col.3 line 55 to col.4 line 17). 

As per Claim 4, wherein said first function is a first hash fimction and said second fimction is a 
second hash fimction different than said first hash fimction (col.31ine 63 to coL4 line 18). 

As per Claim 5, said step (b) includes the steps of: (3) applying a third fimction to said value in 
said log-in data to obtain a first credential; and (4) decrypting a third value in said log-in record 
to obtain a decrypted value, wherein said step (b)(4) employs said first credential (col.4 line 5 to 
line 30). 

As per Claim 6, wherein said step (b) fiirther includes the step of: (5) forwarding said decrypted 
value to a primary computer system credential (col.4 line 5 to line 30). 
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As per Claim 7, wherein said step (d) includes the steps of: (2) replacing said first value in said 
log-in record with said second result obtained in said step (d)(1); (3) applying a fourth function 
to said value in said log-in record to obtain a second credential; (4) encrypting a quantity to 
obtain a fourth value, wherein said step (d)(4) employs said second credential; and (5) replacing 
said third value in said log-in record with said fourth value (col. 4 line 41 to col.S line 33). 

As per Claim 8, wherein said first fimction is a first hash fimction and said second function is a 
second hash function different than said first hash function, and said third function is a third hash 
function and said fourth function is a fourth hash function different than said third hash function 
(col.3 line 63 to col.4 line 30). 

As per Claim 9, wherein said step (b) includes the steps of: (3) inputting said value in said log-in 
data into a first cryptographic cipher to obtain a first encryption key; and (4) decrypting a third 
value in said log-in record to obtain a decrypted value, wherein said step (b)(4) employs said first 
encryption key (col.4 line 41 to line 50). 

As per Claim 10, wherein said step (b) further includes the step of: (5) forwarding said decrypted 
value to a primary computer system (col.4 line 41 to line 65). 

As per Claim 11, wherein said step (d) includes the steps of: (2) replacing said first value in said 
log-in record with said second result obtained in said step (d)(1); (3) inputting said value in said 
log-in data into a second cryptographic cipher to obtain a second encryption key; (4) encrypting 
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a quantity to obtain a fourth value, wherein said step (d)(4) employs said second encryption key; 
and (5) replacing said third value in said log-in record with said fourth value (col.4 line 41 to 
col.5 line 33). 

As per Claim 12, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) decrypting a first value in said log-in record to obtain a decrypted 
value, wherein said step (b)(2)(i) employs said first result as a decryption key; and (ii) 
forwarding said decrypted value to a primary computer system (col.4 line 50 to line 65). 

As per Claim 13, wherein said step (d) includes the steps of: (2) encrypting a quantity to obtain a 
second value, wherein said step (d)(3) employs said second result obtained in said step (d)(1); 
and (3) replacing said first value in said log-in record with said second value (col.5 line 7 to line 
33). 

As per Claim 14, wherein: said first function is a first hash fimction and said second function is a 
second hash function different than said first hash function, and said third function is a third hash 
function and said fourth function is a fourth hash function different than said third hash function 
(coL31ine 63 to coL4 line 18). 

As per Claim 15, wherein: said first function is a first cryptographic cipher and said second 
function is a second cryptographic cipher different than said first cryptographic cipher, and said 
third function is a third cryptographic cipher and said fourth function is a fourth cryptographic 
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cipher different than said third cryptographic cipher (col.3 line 63 to coL4 line 40). 

As per Claim 16, further including the steps of: (e) receiving log-in data for said client during a 
second log-in attempt; (f) authenticating said client during said second log-in attempt, wherein 
said step (f) includes the steps of: (1) applying said second function to a value in said log-in data 
received in said step (e) to obtain a third result, and (2) employing said third result in 
determining whether to authenticate said client during said second log-in attempt (col.3 line 40 to 
col.4 line 65). 

As per Claim 17, wherein said computer system includes a log-in record corresponding to said 
client, wherein said log-in record includes a first entry identifying said current security scheme, 
said computer implemented method further including the step of: (g) replacing said first entry in 
said log-in record with a second entry identifying said desired security scheme (col.8 line 52 to 
col.9 line 28). 

As per Claim 19, wherein said step (c) includes the steps of: (1) applying a first function to a 
value in said log-in data to obtain a first result, and (2) comparing said first result obtained in 
said step (c)(1) to a first value stored in said log-in record (coL3 line 55 to line 57). 

As per Claim 20, wherein said step (f) includes the steps of: (4) applying a second function to 
said value in said log-in data to obtain a second result; and (5) replacing said first value in said 
log-in record with said second resuh obtained in said step (d)(4) (coL3 line 55 to coL4 line 17). 
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As per Claim 21, wherein said first fimction is a first hash fimction and said second fimction is a 
second hash fimction different than said first hash function (col.31ine 63 to col.4 line 18). 

As per Claim 22, wherein said step (d) includes the steps of: (3) applying a third function to said 
value in said log-in data to obtain a first credential; and (4) decrypting said first encrypted value 
in said log-in record to obtain a first decrypted value, wherein said step (d)(4) employs said first 
credential, wherein said authentication data includes said first decrypted value credential (coL4 
line 5 to line 30). 

As per Claim 23, said step (f)(2) includes the steps of: (i) applying a fourth function to said value 
in said log-in record to obtain a second credential; and (ii) encrypting a quantity to obtain said 
second encrypted value, wherein said step (f)(2)(ii) employs said second credential (col. 4 line 41 
to col.5 line 33). 

As per Claim 24, said third function is a third hash function and said fourth function is a fourth 
hash function different than said third hash function (col.3 line 63 to col.4 line 30), 

As per Claim 25, wherein said step (d) includes the steps of: (3) inputting said value in said log- 
in data to a first cryptographic cipher to obtain a first decryption key; and (4) decrypting said 
first encrypted value in said log-in record to obtain a first decrypted value, wherein said step 
(d)(4) employs said first decryption key, wherein said authentication data includes said first 
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decrypted value (col. 4 line 41 to line 50). 

As per Claim 26, wherein said step (f)(2) includes the steps of: (i) inputting said value in said 
log-in record to a second cryptographic cipher to obtain said second encryption key; (ii) 
encrypting a quantity to obtain said second encrypted value, wherein said step (f)(2)(ii) employs 
said second encryption key (col.5 line 7 to line 33). 

As per Claim 27, wherein said step (d) includes the steps of: (1) applying a first function to a 
value in said log-in data to obtain a first credential; and (2) decrypting said first encrypted value 
in said log-in record to obtain a first decrypted value, wherein said step (d)(2) employs said first 
credential, wherein said authentication data includes said first decrypted value credential (col.4 
line 5 to line 30). 

As per Claim 28, wherein said step (f)(2) includes the steps of: (i) applying a second fimction to 
said value in said log-in record to obtain a second credential; and (ii) encrypting a quantity to 
obtain said second encrypted value, wherein said step (f)(2)(ii) employs said second credential 
(col.4 line 41 to lcoL5 line 33). 

As per Claim 29, wherein said first fimction is a first hash fiinction and said second fiinction is a 
second hash fimction different than said first hash fimction (col.31ine 63 to coL4 line 18).. 



As per Claim 30, wherein said first fimction is a first cryptographic cipher and said second 
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function is a second cryptographic cipher different than said first cryptographic cipher (col.31ine 
63 to col.4 line 18). 

As per Claim 32, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) comparing said first result obtained in said step (b)(1) to a first 
value stored in said log-in record, and wherein said step (d) includes the step of: (2) replacing 
said first value in said log-in record with said second result obtained in said step (d)(1) (col. 4 
line 41 to col.5 line 65). 

As per Claim 33, wherein said first function is a first hash function and said second function is a 
second hash function different than said first hash function (coL31ine 63 to col.4 line 18). 

As per Claim 34, wherein said step (b) includes the steps of: (3) applying a third function to said 
value in said log-in data to obtain a first credential; and (4) decrypting a third value in said log-in 
record to obtain a decrypted value, wherein said step (b)(4) employs said first credential, and 
wherein said step (d) includes the steps of: (3) applying a fourth fimction to said value in said 
log-in record to obtain a second credential; (4) encrypting a quantity to obtain a fourth value, 
wherein said step (d)(4) employs said second credential; and (5) replacing said third value in said 
log-in record with said fourth value (col. 4 line 41 to col.5 line 65). 

As per Claim 35, wherein: said first function is a first hash function and said second function is a 
second hash function different than said first hash function, and said third function is a third hash 
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function and said fourth function is a fourth hash function different than said third hash 
function(col3 line 63 to col.4 line 30). 

As per Claim 36, wherein said step (b) includes the steps of: (3) inputting said value in said log- 
in data into a first cryptographic cipher to obtain a first encryption key; and (4) decrypting a third 
value in said log-in record to obtain a decrypted value, wherein said step (b)(4) employs said first 
encryption key, and wherein said step (d) includes the steps of: (3) inputting said value in said 
log-in data into a second cryptographic cipher to obtain a second encryption key; (4) encrypting 
a quantity to obtain a fourth value, wherein said step (d)(4) employs said second encryption key; 
and (5) replacing said third value in said log-in record with said fourth value(coL4 line 41 to 
col.5 line 65). 

As per Claim 37, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) decrypting a first value in said log-in record to obtain a decrypted 
value, wherein said step (b)(2)(i) employs said first resuh as a decryption key; and (ii) 
forwarding said decrypted value to a primary computer system, and wherein said step (d) 
includes the steps of: (2) encrypting a quantity to obtain a second value, wherein said step (d)(2) 
employs said second result obtained in said step (d)(1); and (3) replacing said first value in said 
log-in record with said second value (col.4 line 41 to col.5 line 65). 

As per Claim 38, wherein: said first function is a first hash function and said second fimction is a 
second hash function different than said first hash function, and said third fimction is a third hash 
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function and said fourth function is a fourth hash function different than said third hash function 
(coL31ine 63 to coL4 line 18). 

As per Claim 39, wherein: said first function is a first cryptographic cipher and said second 
function is a second cryptographic cipher different than said first cryptographic cipher, and said 
third function is a third cryptographic cipher and said fourth function is a fourth cryptographic 
cipher different than said third cryptographic cipher (coL31ine 63 to col.4 line 18). 

As per Claim 40, wherein said computer system includes a log-in record corresponding to said 
client, wherein said log-in record includes a first entry identifying said current security scheme, 
said computer implemented method further including the step of: (e) replacing said first entry in 
said log-in record with a second entry identifying said desired security scheme (col.3 line 33 to 
coL4 line 40). 

As per Claim 42, wherein said step (c) includes the steps of: (1) appljdng a first function to a 
value in said log-in data to obtain a first result, and (2) comparing said first result obtained in 
said step (c)(1) to a first value stored in said log-in record, and wherein said step (f) includes the 
steps of: (4) applying a second function to said value in said log-in data to obtain a second result; 
and (5) replacing said first value in said log-in record with said second result obtained in said 
step (d)(4) (col.4 line 41 to col.5 line 65). 

As per Claim 43, wherein said first function is a first hash function and said second function is a 
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second hash function different than said first hash function (col.3 line 55 to coL4 line 17). 

As per Claim 44, wherein said step (d) includes the steps of: (3) applying a third function to said 
value in said log-in data to obtain a first credential; and (4) decrypting said first encrypted value 
in said log-in record to obtain a first decrypted value, wherein said step (d)(4) employs said first 
credential, wherein said authentication data includes said first decrypted value, and wherein said 
step (f)(2) includes the steps of: (i) applying a fourth function to said value in said log-in record 
to obtain a second credential; and (ii) encrypting a quantity to obtain said second encrypted 
value, wherein said step (f)(2)(ii) employs said second credential (col.4 line 41 to col.5 line 65). 

As per Claim 45, wherein said step (d) includes the steps of: (3) inputting said value in said log- 
in data to a first cryptographic cipher to obtain a first decryption key; and (4) decrypting said 
first encrypted value in said log-in record to obtain a first decrypted value, wherein said step 
(d)(4) employs said first decryption key, wherein said authentication data includes said first 
decrypted value, and wherein said step (f)(2) includes the steps of: (i) inputting said value in said 
log-in record to a second cryptographic cipher to obtain said second encryption key; (ii) 
encrypting a quantity to obtain said second encrypted value, wherein said step (f)(2)(ii) employs 
said second encryption key(col.4 line 41 to col.5 line 65). 

As per Claim 46, wherein said step (d) includes the steps of: (1) applying a first function to a 
value in said log-in data to obtain a first credential; and (2) decrypting said first encrypted value 
in said log-in record to obtain a first decrypted value, wherein said step (d)(2) employs said first 
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credential, wherein said authentication data includes said first decrypted value, and wherein said 
step (f)(2) includes the steps of: (i) applying a second function to said value in said log-in record 
to obtain a second credential; and (ii) encrypting a quantity to obtain said second encrypted 
value, wherein said step (f)(2)(ii) employs said second credential (col.4 line 41 to col.5 line 65). 

As per Claim 47, wherein said first fimction is a first hash fimction and said second fimction is a 
second hash fimction different than said first hash fimction (coL31ine 63 to col.4 line 18). 

As per Claim 48, wherein said first fimction is a first cryptographic cipher and said second 
fimction is a second cryptographic cipher different than said first cryptographic cipher (col.4 line 
41 to col.5 line 65). 

As per Claim 50, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) comparing said first result obtained in said step (b)(1) to a first 
value stored in said log-in record, and wherein said step (d) includes the step of: (2) replacing 
said first value in said log-in record with said second result obtained in said step (d)(1) (col.4 line 
41 to coL5 line 65). 

As per Claim 51, wherein said step (b) includes the steps of: (3) applying a third fimction to said 
value in said log-in data to obtain a first credential; and (4) decrypting a third value in said log-in 
record to obtain a decrypted value, wherein said step (b)(4) employs said first credential, and 
wherein said step (d) includes the steps of: (3) applying a fourth fimction to said value in said 
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log-in record to obtain a second credential; (4) encrypting a quantity to obtain a fourth value, 
wherein said step (d)(4) employs said second credential; and (5) replacing said third value in said 
log-in record with said fourth value (coL4 line 41 to col.5 line 65). 

As per Claim 52, wherein said first function is a first hash function and said second function is a 
second hash function different than said first hash function, and said third function is a third hash 
function and said fourth function is a fourth hash function different than said third hash function 
(coL31ine 63 to coL4 line 18). 

As per Claim 53, wherein said step (b) includes the steps of: (3) inputting said value in said log- 
in data into a first cryptographic cipher to obtain a first encryption key; and (4) decrypting a third 
value in said log-in record to obtain a decrypted value, wherein said step (b)(4) employs said first 
encryption key, wherein said step (d) includes the steps of: (3) inputting said value in said log-in 
data into a second cryptographic cipher to obtain a second encryption key; (4) encrypting a 
quantity to obtain a fourth value, wherein said step (d)(4) employs said second encryption key; 
and (5) replacing said third value in said log-in record with said fourth value (col.4 line 41 to 
col.5 line 65). 

As per Claim 54, wherein said computer system maintains a log-in record, wherein said step 
(b)(2) includes the steps of: (i) decrypting a first value in said log-in record to obtain a decrypted 
value, wherein said step (b)(2)(i) employs said first result as a decryption key; and (ii) 
forwarding said decrypted value to a primary computer system, and wherein said step (d) 
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includes the steps of: (2) encrypting a quantity to obtain a second value, wherein said step (d)(2) 
employs said second result obtained in said step (d)(1); and (3) replacing said first value in said 
log-in record with said second value (col.4 line 41 to coL5 line 65). 

As per Claim 55, wherein said first function is a first hash function and said second function is a 
second hash function different than said first hash function, and said third function is a third hash 
function and said fourth function is a fourth hash function different than said third hash function 
(col.31ine 63 to col.4 line 18, and col.5 line 35 to col.5 line 65). 

As per Claim 56, wherein said first function is a first cryptographic cipher and said second 
function is a second cryptographic cipher different than said first cryptographic cipher, and said 
third function is a third cryptographic cipher and said fourth function is a fourth cryptographic 
cipher different than said third cryptographic cipher (col.31ine 63 to col.4 line 18, and col.5 line 
35 to col.5 line 65). 

As per Claim 57, wherein said computer system includes a log-in record corresponding to said 
client, wherein said log-in record includes a first entry identifying said current security scheme, 
said method further including the step of: (e) replacing said first entry in said log-in record with a 
second entry identifying said desired security scheme. 



Conclusion 
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Any inquiry concerning this communication or earlier conmiunications from the 
examiner should be directed to Syed Zia whose telephone number is 571-272-3798. The 
examiner can normally be reached on 9:00 to 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this appUcation or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for impublished 
appUcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
Hke assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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